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Anatatsiya: OpenSSL - bu har tomonlama kriptografiya kutubxonasi
bo’lib, u TLS (Transport Layer Security — Transport qatlami xavfsizligi)
protokolining ochiqg manbali ilovasini taklif giladi. Bu foydalanuvchilarga SSL
(Secure Sockets Layer - ulanish qatlami xavfsizligi) bilan bog’liqg turli
vazifalarni, jumladan CSR (Certificate Signing Request — Sertifikat imzolash
so'rovi) va shaxsiy kalitlarni yaratish va SSL sertifikatini o’rnatish imkonini
beradi.

Kalit so’zlar: OpenSSL kutubxonasi, maxfiy kalit, ochiq kalit, parametr,
RSA algoritmi, DSA algoritmi, DH parametri.
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7. RSA algoritmi yordamida kalit generatsiyalash.
8. DSA algoritmi yordamida kalit generatsiyalash.
9. DH algoritmi yordamida kalit generatsiyalash.
Xl. Xulosa
Xll. Foydalanilgan adabiyotlar

Kirish

Yigirma birinchi asr axborotlashtirish asri ekaniga tobora ko'pchilik
ishonch hosil giimogda. Bu albatta ommaviy axborot va hamma bilishi
mumkin va zarur bo’lgan axborot hagida gap borganda o'ta ijobiydir. Lekin
konfidensial va o'ta maxfiy axborot ogimlari uchun zamonaviy axborot-
kommunikasiya texnologiyalari qulayliklar  bilan  bir gatorda yangi
muammolarni o'rtaga go’'ymoqgda. Axborot bazalarida saglanadigan va
telekommunikasiya tizimlarida aylanayotgan axborot xavfsizligiga tahdid
keskin oshdi. Keyingi vagtda, aynigsa, Internet paydo bo’'lgandan boshlab,
axborot o'g'irflash, axborot mazmunini buzib qo'yish, egasidan iznsiz
o'zgartirib go'yish, tarmoq va serverlardan beruxsat foydalanish, tarmogqa
tajovuz qgilish, avval go’lga kiritigan uzatmalarni gayta uzatish, xizmatdan
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yoki axborotga daxldorlikdan bo'yin tovlash, jo’natmalarni ruxsat etilmagan
yo'l orqali jo'natish hollari ko'paydi.

Natijada axborot xavfsizigi muammosi O’'zbekiston Respublikasi uchun
ham dolzarb muammoga aylandi. Bu o'z navbatida kriptologiya fanini
rivojlantirish vazifalarini dolzarb muammolar gatoriga go'ydi, chunki hozirgi
kunda bu yo'l axborot xavfsizligini ta’minlash sohasida asosiy yo'ldir.

Axborotni  muhofaza qilish  masalalari  bilan  kriptologiya  fani
shug'ullanadi. Keyingi oxirigi yillarda kriptologiya yo'nalishini rivojlantirishga
davlatimiz tomonidan katta ahamiyat berilimogda. O'zbekiston Respublikasi
Prezidentining 2007 vyil 3 aprelda gabul gilgan “O’zbekiston Respublikasida
axborotning kriptografik himoyasini tashkil etish chora-tadbirlari to’g'risida” gi
PQ-614-son garorida hamda O'zbekiston Respublikasi Prezidentining 2017 vil
7 fevraldagi “O’zbekiston Respublikasini yanada rivojlantirish bo'yicha
Harakatlar strategiyasi to’'g'risida” gi PF-4947-son farmoyishida beshta
ustuvor yo'nalishdan biri sifatida  axborotni  muhofaza qilish  fizimini
takomillashtirish, axborot sohasidagi tahdidlarga o'z vagtida va munosib
garshilik ko'rsatish kabilar ko'zda tutilgan.

RSA algoritmi yordamida kalit generatsiyalash

OpenSSL kutubxonadan foydalangan holda maxfiy hamda ochiqg
kalitlarni shuningdek, ragamli sertifikatni hosil gilish mumkin.

I-gadam. Maxfiy ya’'ni shaxsiy kalitni yarash va ko'rish (Windows da).

1) OpenSSL dasturini o'rnatib, unga kiramiz va << genrsa —aes128 —
out Surayyo_private.pem 1024>> deb yozamiz (1-rasm). Bunda “genrsa -
aes128” — RSA algoritmi orqali AES128 simmetrik blokli shifrlash algoritni
yordamida kalit generatsiya qilinadi, kalit uzunligi 1024bit bo'lib, uni
[612;4096] oraligda tanlash  mumkin. Hosil  qilingan  shaxsiy — kalit
Surayyo_private.pem fayliga joylashtiriladi (bunda fayl nomi ixtiyoriy
tanlanadi)

OpenSSL> genrsa -aesl28 -out Surayyo private.pem 1824
Generating RSA private key, 1024 bit long modulus (2 primes)

65537 (0x010001)

2) Yaratilgan shaxsiy kalitga kirish uchun kirish paroli o'rnatiladi va
tasdiglash uchun takrorlanadi (2-rasm).

e is 65537 2a1)
Enter pass for Surayyo_private.pem:

Verifying - Enter pass phrase for Surayyo private.pem:
OpenS5L>

2-rasm
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3) Yaratiigan shaxsiy kalit OpenSSL dasturi joylashgan papkaga
joylashadi. Uni ko'rish uchun OpenSSL joylashgan papkadan Surayyo_private
nomli faylni ochib ko’rish mumkin (3-rasm).

Surayyo_private ~ BaoxkmoT

Oain Tpaska Oopsar Bua Cnpasxa

Proc-Type: 4,ENCRYPTED
DEK-Info: AES-128-CBC,7F@B8BOAC2E1715E5838F6ADASIAFDAAS

Ibwfo8ZMBBDIURMI /d11uigYEY6EYSSnd8tIIok2a6R7ECZBEW3EOL vw2XDB7dkan
+TWdSahemMdvCw3BfCLKCAOPAKPSHRUYSEXBOfmRNGOMG1dBLQ7v1kpgLCY13Gs]
VKK1cW2DyVRVOLGIL jNZuKxz TmY/mDZIg0CK+hDCviai8fWa0TV4+RYZMC11Q4+44F
s1HZhwoxZeXee2xjaFmwaopafpno9ofbdBeCbFQe/2UFG19G605] julx33LZey+N
SPXPGYY53URZS8/5hovwl7vImrkdLv4zB/I7fcXmplSOsIgjfAKIVAGYSVGxhSel
UQhEJOCFd1dgnKLgYSjSzy7uPolVvOHY1961cBndsrL ZuhWUFwX8)30/Sr8bashnM
XgPUiflCcMavLgCHkkTAO94hfdanCVINPRtHK+hvul JANKh3ZLKecGBwOVATbOSEH
3I3MEKBXLRpCt+XySHBbUOSBrEKEWS+gqy1Ael 7 2gCF 14K FgBOK2T2Ju221Dp8BZS
Z37wusByk/iDAEATMX0oq81USWS /8BS /WTZ1BpvKqIvUPCn/i2gb3izymSknUDDNA
IyGd7f1132XvItgGxZ0S0/Z+hVKZ+8T jSwaBoyd8+X130DPCUk/kimVCpdIOVhab
BESW7YArECSxb1AGT2C+pN1BLLX/ redy /2T ImMqruAgh7ZGkxd3UTHC 1QVCNCIQN
NvNAsddD4dzLDao+DBaiZzTpAatFZGARL2uUu600BSWACXbwpgaXT/0/YImhE/ LyC
qDeCeImTCYOMCcMCLOTknZVhbIh3QUWZL sSWBF580xs5tYHUZASQDCKSgEIF U3 yADKE
----END RSA PRIVATE KEY-----

3-rasm
2-qgadam. Ochiq kalitni yaratish va ko’rish (Windows da).
1) <<rsa —in Surayyo_private.pem —pubout —out

Surayyo_public.pem>>

Yuqgoridagi buyrug orqali ochig kalit yaratiladi. Bunda RSA algoritmi
yordamida Surayyo_private.pem (yaratilgan shaxsiy kalit)dan foydalangan
holda ochiqg kalit yaratiladi va Surayyo_public.pem (ixtiyoriy nomli) faylga
joylashtiriladi (4-rasm).

Yuqgoridagi buyrugdan so’'ng shaxsiy kalitga kirish paroli so'raladi va
parol to'g'ri kiritilsa, ochiq kalit yaratiladi, aks holda yaratiimaydi.

Verifying - Enter pass phrase for Surayyo private.pem:
-in Surayyo private.pem -pubout -out Surayyo public.pem
Enter pass phrase for Surayyo private.pem:
writing RSA key
OpenSSL>

4-rasm
2) Ochig kalitni ko'rish uchun OpenSSL joylashgan papkadan
Surayyo_public nomli fayl ochib ko'riladi (5-rasm).

:;ISurayyo_pubﬁc——EﬂOKHOT

Maiin [paska ®opmar Bwa Cnpaska

MIGTMABGCSqGSIb3DQEBAQUAAAGNADCBIQKBEQCaURLEPRbXr21bZzRbwMFKS7JE
atYo2wXydjSF8ukmBQ1lrZGo2Y2eH8NOHU+Zk J+1T6 jwemMT jbegAQDO51AybcknC
meDAcS+nhompzhoXzmDdgqlrtMrll1EH1A4vhGwOy Tuk7G8AKk5Qgk6XACW22D81vXa
rYIdD2ryb8y18uSPjQIDAQAB
————— END PUBLIC KEY-----
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5-rasm

DSA algoritmi yordamida kalit generatsiyalash

1) DSA parametrini hosil gilish (6-rasm).

<openssl genpkey —genparam -algorithm DSA -out dsap.pem> - 2048
bitli dastlabki, DSA parametrini hosil gilish, bunda dsap.pem DSA parameter
saqglagan fayl nomi.

.................................................................

...............................................

6-rasm. DSA parametrini hosil qilish.
2) yaratilgan faylni kriptografiya nomli papkaga kirib ko'rish mumkin(7-
rasm).

Ouniz CToN kriptografiya

| dsap

dsap - broor

Qa#n [lMpaexa Qopmar Bea Cnpaexa

MITCKQKCAQEAVEUHZG7Q2zT92dMdgS /MaMRaud7aTX3xrBydAZGB1aFC7aC2e9WuR
SF7qsqwlu2ICiW7PLE8T245L1EgGZNVWORVEoVdy3IQVAPSbyuKv+zMSyeMKtkdvmb
fkdDSa68kv2xfwXaMESSwMaHEXhmgY 3FY7XotHjSZXcfZdgamifycsrikvfeoads
HjuvS3udLc704XdpOTIOcMF 7K pRTWrMQPSKHV7U3KYEiNuZThfelHysekzyjQ8coF
mYE TSVhOLR1 TbAXQ/ zr1zDOHorag/ Vgt zkuhCHGPbbPASkr fdyCmBwe LpAsiwfr]
XVPb1Ea1fIwBIc6FiFFELQigHrdwNA238wIdAMWLEe IOI6+0YeBAGWE JCCISTRMO
mSOhHIXd1AMCggEBAICscqf@sughbMaxXxHBRgMxkhQDINS JHHe JQSraTaqUl0Hith
£ODOBRWOXS+bKI+sDIKAIA] jAqi fZUwvPTAG jXrvgzTIeSdbeXIf1nP8x295s59h
Hgonu+u/ZbY2800y j6XhUax0TDngH/P2a3zRUtK3IWESSRAINBIES 10CnWZdZnv58
7reEuiGZa86a3K/v+XQI7K0jt103yCuUn121AgViinhcCOC JANRAGQUYS 3AN2GX Y
INrdCsmxV072zH72zR6XhIPbGSapZwlHvIla/a+skryosywgmQmiHhaSCykvbax+ra
YDKaPaBKt8Q11givX20SxRzOY6ewU7YglgehQeou=

----- END DSA PARAMETERS-----

7-rasm. DSA pametrining ko'rinishi.

7-rasmdan ko'rish mumkinki, ochilgan faylning yuqori gatorida BEGIN
DSA PARAMETERS — DSA parametr hosil gilingan ekanligini ko'rsatadi.

3) yaratilgan DSA parametrdan foydalanib, kalit hosil gilish(8-rasm).

<openssl genpkey -paramfile dsap.pem -out dsakey.pem> - dsap.pem
nomli parameter fayldan foydalanib, kalit generatsiya gilish hamda hosil
gilingan kalitni dsakey.pem faylga joylashtish.

C:\Users\HP\Desktop\kriptografiya>openssl genpkey -paramfile dsap.pem -out dsakey.pem

C:\Users)\

8-rasm. DSA parametrdan foydalanib, kalit hosil gilish.
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4) hosil qilingan kalitni ham kriptografiya nomli faylga kirib, topish
mumkin(?-rasm).

Souwd cton * kniptografiya

| dsakey

dsakey — baokHor

Q@ain lNpaska Oopmar Bwa Cnpasxa

MITCXgIBADCCA]YGBYQGSMAABAEWRR TpACTBAQCO64dKbtDNP 3NGX2rn8yYXF Q53
tpNffGsHLEgBkbyJoULtoLZ71a5GwXuqy rCW7YgK1bs8uDxPbkuuSBKkIXDTS/ghV
3LdBUA9IVKAQ/ 7MZNIAWG2R24ZT4+RONIrryS/bF /BdowTnnAxOCReGaBjcVitein
eNJ1dx912rialohyyvUqo96 jh3we069le7gt 2s75d2kagSwx/ sqlFPCsyo/kodXu
7¢peSI25 1INt /SUFKX6TPKNDXYEWZERNIWEALGVNSBAD/0s jMMAeiviDORWC 30S6ET
CY9ts/j2St93IKYHDOUKCYLB+snFUOVURIVENAEhZp+IVBQugKAet3ABDbT 2ARDA
ZAUBAGAIr7T) TWAZYSMIYKy1E 752 16E chd2UAWKCAQEAKKXYp/Sy72F sxpc RGOz
GSFADU2wkcd6NBKvhNgpTUAeK 1uDQPQFFajHNSsr36w0IoAl 2WPigI91TC89/QaN
eu+DNMh711vpel /uWe/2HP1KxL2Eeqie76791t jbSg7KPpeFRpcSMOeof8/ZrfNFS
OrfARLLFrueHeszugkdzlime/nzut4s61zZnjwZrer+/SdAnso60enTf1ISFXbUCE
WKKeFWLQKPE1EDgpRjnfE3YZFIWU2t@KybFU7VMFYNHpeEg9sZ1qinCUe8iVrore
ySVKiz2LCCZOYceHJKLKRVVhTEVXgMpOo90Eq3xDWWCIVIDRLFHMS jreTtiCWrgFBe
hQQfAhBGALVAMCA9CUJRZWHe18ZeZ81pakHnl juGudwl6hA==

————— END PRIVATE KEY-----

9-rasm. DSA parametrdan foydalanib, maxfiy kalit hosil gilish.

DH algoritmi yordamida kalit generatsiyalash

1) DH parametrini generatsiya qgilish(10-rasm).

<openssl genpkey -genparam -algorithm DH -out dhp.pem -pkeyopt
dh_paramgen_prime_len:512> - DH algoritmi asosida 512 bitli dhp.pem DH
parametnini hosil qilish.

f

10-rasm. DH parametri
2) yaratilgan parametrni ochib ko'rish(11-rasm).

ptografiva
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1bouwriA cton * kriptografiya v O 2 Nowck B kriptografiya
I E] [ata n3MeHeHwWA Tun
| dhp 16.05.2023 12:18 ®aiin "PEM"

| dhp - Bnoknot

®ain lMpaeka Qopmatr Bwa Cnpaeka

————— BEGIN DH PARAMETERSZEEEES
MEkCQQDIZYND+EZNcwQ/ZuMcCLCOj1WWVFiZsrfTgI2MEXmYWQrMWeGbK41Gxe2h
Z9@sexGkM70FoMQZ1eFwZcbYbb/HAgECAZF9

————— END DH PARAMETERS-----

11-rasm. DH parametrining ko'rinishi.

3) DH algoritmining RFCS5114 standartidan foydalanib ham DH
paramertini hosil qilish(12-rasm).

<openssl genpkey -genparam -algorithm DH -out dhp.pem -pkeyopt
dh_rfc5114:2> - DH algoritmnining RFC5114 standartidan foydalangan holda
2048 bitli DH paramatrini hosil gilish.

HP\Desktop\kriptoera

Jsers

12-rasm. DH algoritmi yordamida RFC5114 standarti orqgali DH parametr
hosil qilish.

4) 17-rasmda hosil qiingan DH parametrni OpenSSL  joylashgan
papkaga kirib ko'rish mumkin(13-rasm).

ibouni cton » kriptografiya v | O 2 TNMowck &: kriptografiya
Wma [Nata nameHerna Tun
| dhp 16.05.2023 12:49 Maiin "PEM"

_ | dhp - BnokoT

®avn Tlpaska ©opmat Bua Cnpaska

————— BEGIN DH PARAMETERSEEEESS
MIICCgKCAQEArRB+HpEjqdDWYPQN1VnFHEINZOVoOS/RtUsV1IZYdCnXm+hQd+VpW
26+aPEB70d8V6z10ijCcGA4Ad5rhaEnSgpme/gvktasISkDfI7e/aTfjZHo/vwbc5
S3rvtoCc2wsIHyfmNEe@82/bGugssi7wnvmoAdKC5xIcIs7+KMXCRiDaBKGEwWYImF
2XYC5XRBXZMwWIAIZX94x79xZEPCcSHIWgdBWYTZrcCkhtzTk6zEQygacxXXXhmMZB
pIDNhgG55YfovmDmnMkosrnF IXLKEwQumyPxCwawWs5d jybugzeuoCinj+3PBa4d51
UX7ZY+L/0x9xZ5310E5XuBWKXN/+DBEDmMTWKCAQEArEAy7@3tmuOd8wtcj/2sUGze
vauImyyvdIZqCM/k/+OmgkpOELmm8N2SHWGNDEr6q30ddwDCn1LFfbF8YgqGUrse
kKAGO1mrXwXZpEBmZAkreeCcnWsE@1i7inYtBSG8mMK4kcVBCLgHEQIk51U2nRgzbX2
XrJQcXy+8YDrNBGOmMNEZUppFlvgevmidwleMWozDvu3eobwwasVsFGUPUKM]j4rLcK
gTCcVCA7rEOGD7dGZY93Z4AmPkdwW]72qiHnofL/0BtTnM4@CdE81Wavud jWuwBkyYHh
vPBUswIp7f5y/ptqpL17Wg8ccc//TBNEGOH27AF5gbwIfypwZbOEUIDTGREr+g==
————— END DH PARAMETERS-----

13-rasm. DH parametrning ko'rinishi.

5) yaratilgan ixtiyoriy DH parametrdan foydalanib, maxfiy kalit hosil
qilish(14-rasm).

<openssl genpkey -paramfile dhp.pem -out dhkey.pem> - dhp.pem DH
parametni joylashgan fayldan foydalanib, dhkey.pem mavfiy kalit hosil gilish.
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14-rasm. DH parametrdan foydalanib, maxfiy kalit hosil gilish.
6) hosil gilingan ochiq kalitni ko'rish(15-rasm).

S0und cToN kriptogrealiva

| dhkey Y 3 PEM

dhkey - BaokHoT

Dain Mpasxcs Topsar Baa Conpassa

SRR -G LI PRIVATE KEY S
MITCQATBADCCARKGCSGGSThIDQEDATCCAROCREEBAKEQFhERTENQIMDEPSVZ XR+1
DWT1aDuf@bVLFZe2HQp15vouHflavtuvmjxAebHf Fes9alownBgOHeadiwhI0oKZL
PAFSrUrCEpAlyedv2k342R6P7 IW30UL61bFQESEIBENS jRHENNV2XroL LIu8175q
AOCBUCSXCLO/ 1 jFwkYg2gShhMLy ThdsWAuCUQV2THCeCc8feMe/ ccxDIEh/VoHQY
m233ApTbc3SOSXEMOOHMV1 147 jGQasAzYahueWHELSgSpz IKLKSXSFYSBMELPS
8QSOFueXYsm1PcoLqACpd / tzwWuldbl +82P1 /6MFCCc4dSThOCbgcCs T/ gwQSkac
EREBAKXAMUOPLZrjnfMLXI/OrFBs3r57iZmMr3SGagiPsP/ jpolKThCspyvDdkhan
PWXKAGLZNXCARPOSXX2XFGIKh 1K+ XpABGNZG18F 2aRAZMQIKONANI1rBNIUAp2LQ
UhvIiuIHFQQ16h7UCZOdVNPOYM2195ayUHF BvvGAE2QR jpRGVKaRAbANF ZuMC X
FQMW7 71 30GBMGrFbBRr j1CJI+Ky3COE3FQUOGXDhE+ 3RMWPd2¢ ] jSHCFieagohs/
Xy/zgbUS2z0NANRPNVMr 7t 11SAZGBAbZz+1LMCae3+cvbbaqS9e10PHHHP /BwZxB jh
uUWBeYGBCHBGCGWZhLiQexkfK/OEHRICZZ2q]jqa8u2mGFF20SFv6ZhDL7YVQLgkTe
TabFFg==

----- END PRIVATE KEY-----

15-rasm. Maxfiy kalit ko'rinishi.

Elliptik Egri chiziqqa asoslanib kalit generatsiyalash

1) elliptik egri chiziqga asosida kalit genratsiyalash(16-rasm).

<openssl genpkey -algorithm EC -out eckey.pem -pkeyopt
ec_paramgen_curve:P-384 -pkeyopt ec_param_enc:named_curve> - Elliptik
egri chizigga asoslangan P 384 maydonda kalit hosil gilish.

yopt

param_er

16-rasm. Elliptik egri chizigga asosida kalit hosil gilish.
Yaratilgan faylni ochib ko'rish(17-rasm).

sbouni cron kriptografiya

| eckey

eckey — BaokHoT

Oain [Mpaska ©opmar Bua Cnpasks

----- BEGIN PRIVATE KEYSEEESS

MIG2AREAMBAGBYQGSMAGAZEGBSUBBAAIBIGEeMIGhAREBBDCAEGL 3FGLZDI LaaSHz
KvyCOIQPeiEED3dOZLijIvaJ»’Tx7‘jZ2)BQVpVebP(ymcdthANiAASMKLyuSvZR
AWKCNO+WDYAS72SVIFABRIWY1sCLQN9iafy6vubcorUZ ZRZXOWa0PNERHCaUQF Zp
+X6t80dqQSuL 3BgtkWF sVowWgSLtdT2ftmjDkNI3Z4IxYZZinw]) 3XGI=

----- END PRIVATE KEY-----

17-rasm. Elliptik egri chizigga asosan OpenSSL da kalit ko'rinishi.

Xulosa

OpenSSL kutubxonasi bir gancha kriptografik algoritmlar asosida maxfiy
kalit hamda maxfiy kalit oralig ochig (hammaga ma’lum oshkor kalit)
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generatsiyasi uchun foydalaniladigan dasturiy vosita bo'lib, undagi
buyruglar orgali har xil kriptografik algortimlardan foydalanish  mumkin.
Masalan ushbu magolada kalit  generatsiyasi uchun foydalanilgan
algoritmlar RSA, DSA algoritmi va DH parametri orgali kalit generatsiyasi,
shuningdek, elliptik egri chizigga asoslangan kalit generatsiyalash jarayoni
kirishi mumkin.
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